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Abstract—Access-control vulnerabilities have emerged as a
significant concern in recent years, posing considerable security
risks to a wide range of critical systems. The detection of access-
control vulnerabilities in Java web applications poses unique
challenges, because heuristics used in the past, e.g., access-
control specifications or format-specific runtime logs, may not
exist in modern Java web applications using web frameworks.
Therefore, to date, there is no effective approach to detecting
such vulnerabilities in modern Java web applications.

In this paper, we introduce a novel approach, called
PCFinder, which leverages multi-level semantics- and context-
analysis to conduct accurate permission-check identifications
against real-world Java web infrastructures for access-control
vulnerability detection. PCFinder successfully discovered 58
high-risk broken access control vulnerabilities, with 30 having
been assigned CVE identifiers thus far, in analyzing 50 popular,
real-world Java web applications. We also evaluate PCFinder
on manually constructed ground-truth data and show that
PCFinder achieved a high level of accuracy, i.e., a precision of
94.12% and a recall of 96.97% in identifying permission checks.

Index Terms—Web Vulnerability, Broken Access Control, OSS
Security.

I. INTRODUCTION

AVA web applications have gained widespread popular-
J ity and extensive deployment in past years, becoming a
cornerstone of modern web infrastructure [1]], [2], [3l], [4].
Modern Java web applications are often developed using a
web framework, e.g., Spring Boot, Spring MVC, and Apache
Struts [S], [6], [7]. Harnessing their inherent versatility and
scalability, they have been a preferred choice for many high-
profile websites, including Amazon [1]], Microsoft [2f], and
eBay [3l]. Meanwhile, due to their critical importance, they
have been subjected to various attacks, with access-control vul-
nerabilities being particularly prominent. The access-control
vulnerability arises from inadequate verification of permissions
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for privileged operations, such as modifying database records
or altering system files. The OWASP Top 10 ranking lists
underscore the access control vulnerability, which ascended
from the second position in 2013 and 2017 to claim the top
spot in 2021 [8], [9], [10].

To the best of our knowledge, no prior works have attempted
to detect access-control vulnerabilities in modern web appli-
cations developed using Java web frameworks. Furthermore,
previous approaches in other domains (e.g., PHP, Android,
or distributed applications) [IL1], [12], [13], [14], [15], [16],
[L7], [L18] or upon classic Jakarta Server Pages (JSP) [19]
cannot be easily ported to modern Java web applications.
Specifically, access-control vulnerability detection requires the
identification of inadequate or missing permission checks us-
ing a domain-specific approach requiring either syntactic or se-
mantic knowledge. Such knowledge—e.g., access-control [[11]],
[L6], [17] and protocol [18]] specifications, file structure-based
patterns [[19], or format-specific runtime logs [[15]—often does
not exist in modern Java web applications.

Let us describe in detail how such knowledge was used in
the past and why it does not apply to Java web applications. On
one hand, prior works have used syntactic knowledge—e.g.,
expert knowledge of permission-based security mechanisms
enforced in target programs [20], [13], [21], [14]], file struc-
tures [19], or access-control [L1], [16], [17] and protocol [18]]
specifications—to model permission checks. However, Java
web applications do not possess such security mechanisms
or specifications. On the other hand, prior works laid down
permission check semantics as a two-step combination of
credential identification and credential-permission correlation.
Specifically, they first used heuristic knowledge, e.g., super-
global variables in PHP [12] and format-specific runtime
logs in distributed systems [15]], to identify user credentials.
They then considered the if-statements that validate these
credentials in their conditions as permission checks. However,
user credentials used in Java web applications do not obey
such heuristic patterns. Moreover, focusing solely on the if-
condition while neglecting the context of the if-body in the
analysis might lead to numerous false positives.

In this work, we design a novel end-to-end permission-
check analysis approach, called PCFinder (Permission
Check Finder), which analyzes and leverages user-credential
semantics and permission-check contexts in Java web ap-
plications, to detect access-control vulnerabilities. Our key
observation is that credential names in Java web applications
often follow certain semantic meanings (e.g., "roleId" and
"password"). Therefore, we design a novel credential-naming
model system, which facilitates effective semantic analysis of
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credentials, and enables precise identification and monitoring
of user authentication or authorization data throughout the
target application.

While the idea is intuitively simple, it is challenging to
achieve high performance with either a naive keyword or a
learning-based approach because of the diversity of credential
names used in Java web applications. Therefore, PCFinder
innovatively introduces an evolutionary strategy that iteratively
increases the vocabulary of names based on newly seen
naming conventions discovered via static program analysis.
Specifically, PCFinder first constructs and initializes the
naming model using root words associated with credentials,
such as "pass", "role", and "permiss". Then, PCFinder
delves into the propagation of credential namings within the
target application via data flow analysis, identifying more
credential candidates with diverse names. Lastly, PCFinder
expands the model across different applications to integrate
additional essential root words by analyzing the naming con-
vention commonalities of the identified credential candidates.

After credential identification, PCFinder detects permis-
sion checks associated with credentials in a conditional state-
ment. To mitigate false positives, PCFinder relies on con-
structing and examining permission-check contexts closely
tied to detecting these checks. The context is pivotal and
comprises two primary layers of information: (1) the credential
names referenced in the conditional statements, and (2) the
privileged operations that are conditionally executed based on
those statements. Our determination strategy involves thor-
oughly analyzing these contextual layers to discern whether
a conditional statement indeed serves as a permission check
by verifying the presence and relevance of credential namings
to the guarded privileged operations.

We evaluated PCFinder upon 50 popular, real-world
Java web applications. PCFinder successfully discovered
58 critical access-control vulnerabilities, including those with
Github [22] stars exceeding 10,000, up to 70,000. We respon-
sibly reported all vulnerabilities to their developers and as
of now, 30 of these vulnerabilities have been assigned CVE
identifiers. We also evaluate the effectiveness of PCFinder
in identifying permission checks. The results demonstrated the
promising performance of PCFinder, successfully identify-
ing 486 permission checks with a precision rate of 91.35%.

Lastly, we ported a prior work, namely MACE [12] focusing
on PHP web applications, to Java, and compared it with
PCFinder. Our evaluation results show that PCFinder
successfully identified 32 more unknown vulnerabilities than
MACE, while also outperforming MACE in precision and
recall by 61.65% and 123.06% respectively. At the same
time, PCFinder outperforms MACE in terms of precision
and recall in permission checks identification by 21.19% and
63.64% respectively.

Contributions. We summarize our contributions as follows:

o In this paper, we present a novel naming model approach
for computing and identifying user-credential variables. This
approach lays the foundation for addressing the formidable
challenge of accurately identifying user credentials.

« Relying on the naming model, we propose a novel permis-
sion check identification approach, called PCFinder, that

can effectively facilitate access-control vulnerability detec-
tion in modern Java web applications. Notably, PCFinder
operates in an end-to-end manner, eliminating the need for
manual intervention.

o Our experiments against real-world popular Java web appli-
cations show PCFinder is accurate and effective against
access-control vulnerabilities, contributing to the discovery
of 58 previously unknown severe vulnerabilities, assigned
with 30 CVE identifiers.

« We have open-sourced the code of our PCFinder proto-
type, along with our empirical data and evaluation datase

II. DESIGN MOTIVATION
A. Definitions

We first define and illustrate two crucial terms using the
concrete example in which shows a code snippet for
updating user information.

[ERN

@PutMapping(value = "/update™)

public ResponseEntity update(SysUser user){

3| SysUser currentUser = SecurityUtils.getSysUser();

/I Permission Check

4| if (lequals(user.getShopld(), currentUser.getShopld())) {

N

5 throw new Exception("Permission denied");
6 }
7| if (IpasswordEncoder.matches(
8 user.getPassword(), currentUser.getPassword())){
9 user.setPassword(encode(user.getPassword()));
10/ }

11| /I Privileged Operation

12| sysUserService.updateUserInfo(user);
13| return ResponseEntity.success();
1411}

Fig. 1: An example of the if-implemented permission check
and the if-statements that often lead to false positive in per-
mission check identification (highlighted in red background).

« Permission check is an effective access control enforcement
for safeguarding sensitive resources in web applications.
Developers typically implement it as a conditional statement
to verify a user’s permissions before allowing a privileged
operation. For example, the if statement in lines 4-6 of
is a permission check. It ensures that a user
can only update profiles belonging to the same shop by
comparing the shopld with that of the currently logged-
in user (currentUser). If the check fails, it interrupts the
control flow by throwing an exception, thereby preventing
the privileged operation updateUserInfo () in line 12.

« User credentials, being the primary objects of validation in
permission checks, commonly represent the authentication
or authorization information of users. In the values
returned by user.getShopId () serve as user creden-
tials. They represent the users’ authorization information
(i.e., their shop affiliation), which is critical for making the
access control decision.

Uhttps://github.com/seclab-fudan/PCFinder



B. Three Key Observations on Java Permission Checks

To understand common access control patterns, we con-
ducted an empirical studyE] of 324 permission-sensitive paths
sampled from our dataset and 26 published security patches.
Our analysis identified 361 permission checks, revealing three
key observations regarding their implementation in Java web
applications:

Observation#1: Permission Check Types. In Java web ap-
plications, the vast majority of permission checks are imple-
mented through if-statements (97.51% in our empirical study).
Observation#2: Permission Check Behaviors. In Java
web applications, permission checks implemented with if-
statements exhibit two distinct characteristics: their conditions
validate user credentials, and their bodies exhibit one of
two distinct behaviors: it either interrupts the control flow
(e.g., by throwing an exception or returning an error) upon
a failed check (84.38%) or executes a privileged operation
(e.g., database manipulation) upon a successful one (15.62%).

1 if (validate_user_credentials)

2 then perform privileged_operation;

3 or fail(...);

Observation#3: Credential Characteristics. In Java web

applications, user credentials are represented by program vari-
ables, their names have semantic meaning and high-frequency
naming words (e.g., pass, permiss, and role); their values are
user-uncontrollable.

C. Challenges and Existing Limitations

As observed above, the security paradigm of permission

checks in Java web applications conforms to the crucial
two phases of credential identification and permission check
determination. Therefore, a natural idea arises that we can
apply or extend existing PCI techniques (i.e., MACE [12]
and MPCHECKER [15]) to the area of Java web security.
However, we find this is a challenging task. Two main non-
trivial challenges must be effectively addressed.
Challenge I: How to automatically identify credential can-
didates without any application-specific inputs? In Java web
applications, the presence of thousands of program variables
(class fields) presents a significant challenge in automati-
cally discerning which among them could represent user
credentials, especially when there are no obvious developer-
defined annotations and application-specific inputs. For in-
stance, MACE [12] leverages the characteristics of the PHP
language and developers’ practices, where user credentials
are typically represented by global or super-global variables
(e.g., $ SESSION["role"]). Hence, MACE requires end-users
to manually label these variables related to authentication
or authorization in each target application, employing these
application-specific annotations to identify user credentials.
While MPCHECKER [15] utilizes the format-specific runtime
logs of distributed systems as input. These logs capture nearly
all credential-related variables, thereby facilitating the infer-
ence of credential candidates within the applications.

2The empirical data have been open-sourced along with our artifacts

However, providing the aforementioned inputs within Java

web applications is notably challenging. First, in PHP web
applications, global variables have distinctive declaration key-
words, and the types of super-global variables are limited.
These characteristics facilitate end-users in swiftly developing
annotations manually. In contrast, the Java language does not
have global or super-global variables like PHP for finding
credential-related variables (often class fields in Java). While
a popular application may have thousands of class fields, and
there are no obvious differences in their declarations, this
makes manually developing annotations a challenging and
error-prone task. Second, different from the distributed sys-
tems, the runtime logs in Java web applications mainly capture
requests leading to application errors, rather than credential-
related variables. These obstacles make it challenging to
provide application-specific inputs in Java web applications,
hindering the effectiveness of employing existing approaches
in credentials inference.
Challenge II: How to accurately identify permission checks
among numerous if-statements that validate the credential can-
didates? Java web applications employ if-statements for vari-
ous purposes, such as input validation, functionality checks,
and permission checks. Credential candidates may assume
different roles in these statements, depending on the context.
Disregarding the context of these if-statements can signifi-
cantly hinder the effectiveness of identification approaches.
For example, the design of both existing techniques [12],
[15] directly considers if-statements whose conditions vali-
date credential candidates as permission checks. This per-
mission context-unaware design makes them prone to incor-
rectly classify conditional statements served for other purposes
as permission checks (e.g., input validation or functionality
check). As shown in existing approaches may
incorrectly identify the format validation (lines 7-9) as per-
mission checks because its conditional statement involves the
variable SysUser.Password, which can also represent user
authentication credentials.

III. METHODOLOGY
A. Key Insights

To address these challenges, we leverage two crucial in-
sights from our key observations in to develop an
effective security analysis approach for Java web applications.

@ Java web developers often define the crucial variables
(i.e., the class fields accommodating user credentials) with
meaningful naming semantics, conventions, and program char-
acteristics. From a broader perspective, the naming conven-
tions of credentials exhibit certain commonalities across vari-
ous applications. Specifically, to follow the good programming
style and improve code readability [23]], developers tend to use
words with clear authorization or authentication semantics for
naming credential candidates, e.g., "roleId" to represent user
role and "contentPermissions" to represent user permission.
Meanwhile, some words, due to their widely acknowledged
access control-related semantics, are often chosen by develop-
ers in different applications. For instance, the word "role"
is frequently used to indicate a user’s level of identity, so



it is commonly adopted by different developers for naming
user credentials in various applications, such as "userRole",
"roleId" and "roleUid".

From a detailed perspective, a portion of credential can-
didates also exhibit certain data flow dependencies within a
single application. For improved code clarity, developers might
use distinct class fields to signify the same credentials when
creating different functionalities. For instance, the "roleId"
credential is used for user authorization checks. For consis-
tency and readability, "memberId" is employed for similar pur-
poses in membership functionality code. For user convenience,
developers avoid recurring logins by assigning the current
user’s "roleId" to "memberId", thereby establishing a data
flow dependency between credential candidates.

@ Permission check in Java web is conducted regarding
the context features associated with the condition and body.
If-statements play an important role in permission-check deter-
mination. In general, they can be divided into two parts based
on their code structure: the condition and the body. Both of
them should be carefully dealt with.

(1) For the condition part, the user credentials validated
in permission checks should be user-uncontrollable. The
reasoning is that user credentials should be trusted values
stored within the application, used to verify against untrusted
user access. However, if these credentials are controllable,
it allows attackers to evade access control checks, giving
rise to potential vulnerabilities like credential forgery. (2)
For the body part, we observed two distinct differences in
program context features between permission checks and other
validations in terms of data flow and control flow. On the one
hand, for data flow, actions in the body of other validations
typically involve sanitizing malicious input values (e.g., input
validations), but this is rare in the body of permission checks.
On the other hand, for control flow, interruption actions
in permission checks often possess unique permission-denial
context semantics, such as redirecting to a forbidden page or
throwing specific warning messages like “permission denied”,
while other validations do not exhibit.

B. Our Main Idea

Drawing on these dual key insights, we propose a novel
security analysis approach that 1) leverages an evolvable
credential naming model to automatically infer credential
candidates, and 2) combines multi-level context analysis to
accurately identify permission checks within the target appli-
cations. Below we present more details.

1) For credential candidate inference, our approach inte-
grates commonalities in inter-application naming conventions
with intra-application data flow dependencies. Taking a set of
target applications as input, it operates based on an initialized
naming model (which consists of a few root words commonly
used in developers’ credential naming conventions), and func-
tions through a three-stage iterative process to automatically
evolve the naming model and infer credential candidates.

First, our approach conducts naming model-based semantic
analysis on all class fields within each application, thereby
identifying an initial set of credential candidates. Then, our

approach performs credential semantic correlation analysis to
further expand the naming model and the identified credential
candidates from both intra-application and inter-application
aspects. In the inter-application aspect, our approach performs
data flow propagation analysis on these identified credential
candidates in each application to find more ones with data flow
dependencies. In the intra-application aspect, our approach
leverages a correlation algorithm to analyze all identified cre-
dential candidates, summarizing commonalities in developer
naming conventions and extracting commonly used words.
Finally, the iteration is continued until a fixed point is reached,
i.e., no new credential candidates can be identified. Thus, this
process can smartly and effectively expand the naming model
and reduce false negatives in referring credential candidates.
Benefiting from such a novel design, our approach can au-
tomatically infer credential candidates without necessitating
application-specific inputs.

2) For permission check identification, we employ a two-
pronged approach to analyze the context features of both the
condition and the body within the if-statements. Specifically,
for the condition context analysis, our approach first filters
out conditions that do not contain already identified credential
candidates. Then, for the remaining conditions, our approach
conducts a credential controllability analysis by examining
whether user-controllable parameters at program entry points
have data flow dependencies with these validated credentials.
Furthermore, our approach identifies the conditions that solely
validate user-uncontrollable credential candidates. In the body
context analysis, our approach performs data- and control-flow
context analysis to hunt privileged operations and permission-
denial interruptions crucial for permission check identification.
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Fig. 2: The Architecture of PCFinder.




IV. PCFINDER

In this section, we provide a detailed overview of our
approach implementation, named PCFinder. As shown in
PCFinder consists of two key modules, each
serving the following purposes: Credential Candidates Infer-
ence performs multi-level naming semantic analysis
and automatically infers the credential candidates within the
target applications. Permission Checks Identification ($IV-B
leverages a permission-check context analysis and accurately
identifies permission checks among numerous if-statements
that validate credential candidates.

A. Credential Candidates Inference

This phase infers credential candidates through an evolvable
name model. First, PCFinder analyzes and collects creden-
tial candidates to initialize the subsequent semantic correla-
tion analysis through a naming model. Second, PCFinder
performs two-pronged semantic correlation analysis based on
preliminary credential candidates, to explore additional cre-
dentials that have not yet been identified and further expand the
naming model. Specifically, following our main idea described
in PCFinder analyzes from two aspects: credential
propagation, i.e., the data flow dependencies of user credentials
within the application; and naming model expansion, i.e.,
leverages the commonalities in naming conventions for user
credentials between applications. Last, PCFinder iteratively
performs the previous steps in a loop until one of the following
conditions is met: the credential propagation cannot identify
new credential candidates, or no new root words can be
expanded in the naming model. The workflow is illustrated

in and Algorithm [T}
roleld, userld,
memberld, shopld, ...

Identified Credentlal Candidates

Initial Root Words
m Eﬁ
Credential

Credential Candidates

Credential

Naming Model Naming Propagation
<+ < userld,
% é
New Root Words Naming Model Propagated
Expansion

Credential Candidates .

Fig. 3: The workflow of iterative credential candidate inference
(e.g., taking the initialized root word "role" as an example).

1) Credential Naming Model: The naming model com-
prises a list of common root words used by developers when
naming user credentials. As the sole input for PCFinder
to initiate the process of inferring credential candidates, we
selected three representative words found in credential naming
conventions as initial root words, i.e., and
"permiss".

Then, PCFinder performs naming model-based semantic
analysis on all class fields within the target application based

"I‘Ole", "paSS",

Algorithm 1 Iterative Credential Candidate Inference

Require: A set of Java applications (Apps).

Ensure: A set of identified credential candidates (C'ands).
1: Model + {“role”, “pass”, “permiss”};
2: Cands < 0;

3: updated < true;
4: while updated do

5: updated < false;

6: CandsCount + |Cands|;

7 ModelCount < |Model|;

8 Cands < IDENTIFY VIAMODEL(Apps, M odel, Cands);

9: Cands < PROPAGATECREDENTIALS (Cands);

10: Model < EXPANDMODEL(Cands, Model);

11: if |Cands| > CandsCount or |Model| > ModelCount then

12: updated < true;

13: end if

14: end while

15: return Cands;

16: function IDENTIFY VIAMODEL(Apps, M odel, Cands)
17: InitialCands + 0;
18: for all class field f in Apps do

19: if f.name contains a word from Model and f.type is qualified
and f ¢ Cands then

20: InitialCands < InitialCands U {f};

21: end if

22: end for

23: return Cands U InitialCands;
24: end function

25: function PROPAGATECREDENTIALS(Cands)
26: PropCands + 0;
27: for all candidate ¢ in C'ands do

28: NewFields < DataFlowAnalysis(c);
29: PropCands < PropCands U (NewFields \ Cands);
30: end for

31: return Cands U PropCands;
32: end function

33: function EXPANDMODEL(Cands, M odel)
34: RWordPairs < 0

35: for all candidate c in C'ands do

36: RW ords < ExtractRootWords(c.name);

37: RWordPairs <+ RWordPairs U {RWords};
38: end for

39: FrequentWords < Apriori(RW ordPairs);
40: return Model U (FrequentWords \ Model);
41: end function

on the naming model, to collect preliminary credential candi-
dates. Considering that relying solely on the naming model for
semantic analysis of class fields may introduce false positives
(although many of these false positives can be eliminated in
subsequent permission check context analysis), PCFinder,
based on the usage of user credentials, imposes requirements
on their possible data types to enhance the precision of the
collected results. Specifically, the values of user credentials
should generally fall into three categories: numeric, boolean,
and character types. For numeric types, they are typically used
to represent user permissions or identity levels, for exam-
ple, "roleId=1" or "permissionLevel=8"; For boolean types,
they are generally used as flags to indicate whether a user
meets certain permission conditions, e.g., "isAdmin=True";
For character types, they are often used to denote a user’s
identity or store authentication credentials, like "role=guest"
or "password=x. ..x". Therefore, we inspected the official Java
tutorial [24] and documentation [25], filtering out seven data
types that align with the mentioned three categories, i.e., <int,



short, long, boolean, char, string, enum>. In summary, in
this step, PCFinder performs type-sensitive naming model-
based analysis on all class fields and considers only those that
satisfy two criteria as credential candidates.

2) Credential Semantic Correlation Analysis: In this step,
PCFinder conducts credential propagation and naming
model expansion to enhance credential candidate inference.
Credential Propagation. For the correlation among user
credentials within a single application, PCF inder approaches
it through their data flow dependencies and employs credential
flow analysis to identify additional credential candidates within
the target application. Specifically, PCFinder initiates data
flow propagation analysis from preliminary credential candi-
dates. This analysis is performed using the static code analysis
engine CodeQL [26]. Considering that class fields in Java ap-
plications are generally accessed through getter methods (e.g.,
"SysUser.userId" is accessed via "SysUser.getUserId()"),
PCFinder starts the propagation analysis from all the call
sites of those candidates within the application. For the prop-
agation endpoints, PCFinder adopts an approach similar
to MACE [12], utilizing the conditions of if-statements as
endpoints. During the propagation process, PCFinder only
focuses on variables that are of the same type as the source.
Overall, this step effectively assists PCFinder in identifying
more credential candidates with various names. For instance,
as shown in when a user logs into the system,
the field "roleId" that represents the authorization creden-
tial will be assigned a value. When the user accesses the
membership functionality, this value is propagated to another
field "memberId". Benefiting from this design, PCFinder can
effectively capture the new credential candidate "memberId"
whose name was not initially covered by the naming model.
Naming Model Expansion. For the correlation among user
credentials across multiple applications, PCFinder delves
into the naming conventions established by developers who
follow good programming practices. By employing naming
commonality analysis, PCFinder infers the common word
preferences in the naming of user credentials, thereby further
expanding the naming model.

First, to mitigate the impact of stylistic differences in de-
veloper naming on the analysis, PCF inder performs splitting
and stemming on the names of all class fields. More concretely,
given that class fields are generally named following the
conventions of camel case naming [27] in Java applications,
e.g., "contentPermissions". PCFinder first employs letter-
case separation for the name of each class field. For ex-
ample, separate "contentPermissions" into "content" and
"permissions". Then, considering that developers may use
different forms of the same word, such as the plural form
of "permissions", PCFinder will further transform each
separated word into its root word (e.g., "permiss") through
the large lexical database, "WordNet" [28]], [29]. As a result,
the name of the example "contentPermissions" is finally
transformed into the root words pair <content, permiss>
after this step.

Then, based on the key insight that credentials exhibit com-
monalities in naming conventions across different applications,
PCFinder performs naming commonality analysis on all

root word pairs of identified credential candidates. This aims
to further identify the words developers prefer when nam-
ing credential candidates. To achieve this goal, PCFinder
employs the famous association rule mining algorithm, Apri-
ori [30]]. For all root word pairs, the Apriori algorithm is
applied to discover frequent co-occurrences of words in the
naming conventions of credential candidates. Let’s illustrate
the end-to-end process with an example. Consider a tuple of
identified credential candidates <roleld, userId, memberId>.
First, PCFinder processes this tuple through splitting and
stemming, transforming it into <role, id>, <user, id>,
and <member, id>. Then, employing the Apriori algorithm,
PCFinder analyzes these pairs and discovers that the word
"id" has the highest frequency of co-occurrence among them.
This indicates that developers tend to use names with "id"
when naming credential candidates.

Finally, PCFinder expands the naming model with the
preferred root words that developers tend to use for naming
credential candidates. In this step, PCFinder focuses on the
top five frequently occurring words in the results of the Apriori
algorithm and only adds root words of new ones into the
naming model. After these, PCFinder iteratively executes
the preceding steps within our naming model in a loop,
continuing until no additional new credentials are discovered.

B. Permission Check Identification

Building wupon the identified credential candidates,
PCFinder further analyzes all if-statements within the target
application in this stage to identify permission checks.

IF (cond:1 op. cond2 op. ... op. condn) body }—l

<conds, body> U <condz, body> U ... U <condn, body>

a) if-conditions splitting

Condition-body pairs I:
IF (con
(conds) { <conds, body:1> U <condz, body2>
IF (condz2) U <condz1, bodys>
ELSE Condition-body pairs I1:
} <condz, body2> U <condz, bodys>

b) if-bodies splitting
Fig. 4: The splitting of nested if-statements.

1) IF-Statements Splitting: Given the increasing complex-
ity of functionalities in large-scale Java web applications,
developers often implement multi-level nested if-statements.
This can lead to situations where an if-condition may involve
several sub-conditions or an if-body is nested with multiple
if-statements. To ensure the accuracy of subsequent analy-
sis, PCFinder first splits all nested if-statements into the
atomic level from two aspects: condition splitting and body
splitting. illustrates the splitting approach employed
by PCFinder.

IF-conditions splitting. Given that an if-condition can involve
numerous sub-conditions, which are connected by operators
like "||" or "&&". For subsequent fine-grained analysis,



PCFinder splits the nested if-condition based on operators
and forms multiple condition-body pairs.
IF-bodies splitting. Likewise, the if-body may also con-
tain diverse if-statements. To perform more accurate context
analysis, PCFinder splits the nested body of if-statements
into several basic blocks. Then, for each body, PCFinder
forms condition-body pairs with their respective conditions for
subsequent analysis.

2) Permission-Check Context Analysis: Then, for each

condition-body pair, PCFinder conducts permission-check
context analysis from two aspects to further determine whether
it qualifies as a permission check.
Condition-context analysis. First, PCFinder focuses on
the conditions of all if-statements and employs a two-step
analysis. For each condition, PCFinder analyzes those that
contain credential candidates and filters out those that do
not. Furthermore, as user credentials are generally stored as
trusted values within the application, PCFinder analyzes the
controllability of these credential candidates being validated
by the conditions. Leveraging CodeQL’s [26] taint-tracking
capabilities, this analysis examines whether user-controllable
parameters at program entry points have data flow dependen-
cies with the validated credentials. Only when the credential
candidates involved in the condition are user-uncontrollable,
will PCFinder proceed with subsequent analysis.

Body-context analysis. Second, PCFinder further analyzes

the bodies of if-statements whose conditions satisfy require-

ments. Specifically, PCFinder identifies whether they con-
tain privileged operations or permission-denial interruptions:

O Privileged operation identification is a technique widely
used in related works [L1]], [12], [13], [14], [1S]. In line
with these works targeting the web applications [11], [12],
PCFinder also considers file handling and database manip-
ulation operations as privileged operations in a similar fashion.
Additionally, PCFinder expands its scope to include network
request operations, where inadequate permission protection
could lead to vulnerabilities, such as the forgery of other
users’ requests. As a result, we thoroughly review the official
Java documentation [25] and relevant sources [31]], [32],
collecting 42 widely used privileged operations for database
manipulation (e.g., java.sql.Statement.executeQuery), file
handling (e.g., java.io.FileOutputStream.write), and net-
work requests (e.g., java.net.URL).

@ Interruption statements refer to the statements that restrict
program execution from the control flow when the condition
validation fails. PCFinder considers the following three
types of interruption statements and their permission-denial
contexts in Java web applications:

o Throwing exception statements are often used after condition
validation fails. Developers implement them to interrupt the
control flow to protect subsequent privileged operations and
notify users of their insufficient or denied access rights.
Therefore, PCFinder considers these throw exception
statements as interruption statements.

e Redirect statements are another common practice used to
redirect users with insufficient permissions to a login or
forbidden page. Hence, such statements are also categorized
as interruption statements by PCFinder.

e Return statements are also one of the options developers
choose. To enhance code readability and maintainability,
some developers choose to encapsulate the aforementioned
interruption actions within functions and employ return
statements to restrict users with inadequate privileges. For
instance, "return responseUtil.unlogin()" can be used to
restrict access to privileged operations for users who are not
logged in. PCFinder thereby also takes return statements
as interruption statements.

Permission check determination. Finally, PCFinder will
determine if-statements as permission checks if any one of
their <condition, body> pairs satisfy the following require-
ments: (1) The condition involves user-uncontrollable creden-
tial candidates. (2) the body contains at least one privileged
operation or permission-denial interruption statement.

C. Vulnerability Detection

We further integrate two state-of-the-art strategies for de-
tecting broken access control vulnerabilities, i.e., missing
permission check detection and inconsistent permission checks
detection. The details are as follows:

Missing Permission Check Detection. PCFinder detects
vulnerabilities caused by absent permission checks through
the following three steps. First, PCFinder designates the
controllers of the application as user entries and identifies op-
erations related to network requesting, database manipulation,
and file handling as privileged operations. Then, PCFinder
extracts all execution paths by performing a forward analysis
from each entry to its corresponding privileged operation.
Finally, based on identified permission checks, PCFinder
analyzes whether a check exists on each extracted path. In
cases where permission checks are absent, PCFinder reports
these paths as potential vulnerabilities.

Inconsistent Permission Checks Detection. PCFinder
identifies vulnerabilities resulting from inadequate permission
checks through the following four steps. First, PCFinder ini-
tially collects execution paths based on the application entries
and privileged operations. Second, for all identified execution
paths, PCFinder groups them according to the privileged
operations involved. Specifically, for operations related to file
handling and network requests, PCFinder groups the paths
based on the method names of their privileged operations.
For instance, two execution paths of the same privileged
operation would be categorized into one group. For database
operations, PCFinder groups paths based on the operation
types (i.e., INSERT, SELECT, UPDATE, or DELETE) and
the database tables accessed in that operation. For example, if
two paths involve database privileged operations that are both
of the "SELECT" type and are accessing the same table (e.g.,
"User"), then PCFinder would group them together. Third,
for each group of paths, with the aid of identified permission
checks, PCFinder extracts the permission checks present
on each path. After that, for each path, PCFinder extracts
the conditions of the permission checks present on them and
normalizes them into a tuple. Finally, for paths within the same
group, if their tuples are inconsistent, PCFinder will report
potential broken access control vulnerabilities.



TABLE I: Breakdown of our evaluation dataset.

Stars Apps Fields IFs LoCs
High (10,000+) 7 11,735 6,125 291,156
Medium (1,000+) 29 43,561 20,621 877,157
Low (100+) 14 8,038 4,211 159,780
Total 50 63,334 30,957 1,328,093

V. EVALUATION
A. Experimental Setup

Prototype. We implemented a prototype of PCFinder tar-
geting Java web applications. Specifically, we implement
PCFinder with two key components: CodeQL [26]], which is
responsible for collecting code features by several static anal-
ysis tasks (e.g., propagation analysis, if-statements analysis),
and Python scripts, which parse these features (extracted from
CodeQL’s results) for algorithms working, e.g., correlation
analysis and naming model expansion. In all, the prototype
consists of 986 lines of CodeQL code and 2,712 lines of
Python code.

Experiments. Our evaluation is organized by answering the
following research questions:

« RQIl: How effective is PCFinder in inferring credential
candidates within target applications? (in

« RQ2: How effective is PCFinder in identifying permission
checks within target applications? (in [§V-C)

« RQ3: How do the different components of PCFinder
contribute to its success? (in

« RQ4: How efficient is PCFinder in performing the end-
to-end analysis? (in

o« RQ5: What kind of utility could PCFinder bring for
broken access control vulnerability detection? (in |§V-F)

+ RQ6: How does PCFinder perform in identifying permis-
sion checks and vulnerabilities compared to the state-of-the-
art work? (in [§V-G)

Dataset. We collected 50 widely-used Java web applications
from open-source code repositories (e.g., GitHub [22]). The
selection process involved three steps. (1) We used a crawler to
collect Java applications from open-source code repositories.
We focused on applications with over 100 stars and matched
them with web-related keywords such as “blog”, “mall”, and
“management”. This step collected 802 applications. (2) We
then applied a heuristic rule-based pre-scan to analyze the
number of if-statements in each application. We retained
only those applications with more than 200 if-statements, as
PCFinder targets in detecting if-implemented permission
checks. This step retained 113 projects. (3) Finally, we man-
ually reviewed the remaining applications, excluding any that
were not web applications and duplicate entries (e.g., forked
projects), leaving a final set of 69 applications. From this
final set, we selected 50 representative applications based on
their if-statement count. As shown in [Table I among the
selected applications are several highly popular ones, with the
highest-rated application having over 70k stars. In all, these
applications involve 63,334 class fields, 30,957 if-statements,
and 1,328,093 lines of code.

Environment. All the experiments in this section are run
on a Ubuntu 20.04 machine with an Intel Xeon Gold 6242
processor (64 cores) and 512 GB memory.

B. RQI: Credential Candidates Inference

We evaluate the effectiveness of PCFinder in inferring
credential candidates on our datasets. Overall, PCFinder
effectively identified 1,185 credential candidates with 82 false
positives, achieving a precision rate of 93.53%.

False Positive Analysis. Our further analysis showed that
false positives stem from two causes. On one hand, 65 false
positives are introduced by PCFinder during type-sensitive
naming model-based analysis. The names of these cases also
include high-frequency words used by developers in naming
credentials. On the other hand, 17 false positives are intro-
duced by PCFinder during credentials propagation due to
over-tainting. However, it is important to note that the influ-
ence of these false positives on the subsequent identification of
permission checks is negligible, given their inability to satisfy
the requirements of the following context-aware analysis.
Effectiveness of Naming Model Expansion. In the design
of the credential candidate inference module, we introduced
a novel iterative algorithm for expanding the naming model,
enhancing the inference capability of credential candidates.
To demonstrate the effectiveness of the proposed algorithm,
we conducted an evaluation experiment on our dataset. First,
we used the credential candidates identified by PCFinder
across the entire dataset as the ground truth. Then, by running
PCFinder iteratively with gradually increasing numbers of
applications as input, we evaluated the CF'R (Credentials
Found Rate) of PCFinder in inferring credential candidates.
Specifically, we define C(n,i) as the credential candidates
found by PCFinder in the ith application among n input
applications. The CFR of PCFinder in inferring credential
candidates under different input application numbers n can be
defined as follows:

— Z?:l C(’ILZ)
CFR(M) = S 5050,

The evaluation results are shown in Clearly,
when only a single application is input, PCFinder achieves

a CFR of only 33% in identifying credential candidates,
missing many true credentials within the applications. This
indicates that relying solely on the initialized naming model
for single-application analysis has limited effectiveness. As the
number of input applications increases, the effectiveness of
PCFinder initially shows a sharp increase, with CFR gradu-
ally converging after around 35 applications. This suggests that
there are commonalities in the credential naming conversion,
and developers typically use a limited set of root words for
credential naming.

C. RQ2: Permission Checks Identification

We evaluate the effectiveness of PCFinder in identifying
permission checks across our dataset. In all, PCFinder
effectively identified 486 permission checks throughout the
entire dataset with a precision rate of 91.35%.
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Fig. 5: The effectiveness of naming model expansion.

False Positive Analysis. We meticulously analyzed 46 false
positives introduced by PCFinder in the permission check
identification stage within our dataset. The primary causes
can be attributed to three aspects. Firstly, 16 false positives
were caused by the erroneously identified credential candi-
dates previously mentioned. Unlike other false positives in
credential candidates, these cases also met the requirements
of permission check context analysis, thereby leading to false
positives in permission checks. Secondly, 26 false positives
were introduced in condition-context analysis. When perform-
ing controllable analysis, due to the inherent challenges of
static analysis, PCFinder assumes that variables retrieved
from the database are user-uncontrollable. However, in reality,
since these variables undergo no additional manipulation from
user input to storage in the database and then retrieval, they are
actually user-controllable values. This ultimately leads to false
positives in the identification of permission checks. Lastly, the
remaining 4 false positives in the body-context analysis were
attributed to behaviors closely resembling permission-denial
interruptions.

Permission-Checking API Identification. Given that per-
mission checks implemented using if-statements have been
widely applied as a common security mechanism, they may
not necessarily be directly placed before privileged operations
but can also be deployed through permission-checking API
calls. Therefore, we followed the same idea as existing tech-
niques [[15], i.e., permission-checking APIs are recognized via
function summary: a method is a permission-checking API if
there exists a permission check post-dominating its entry. This
enables PCFinder to identify such APIs based on the already
identified permission checks.

In total, based on previously identified permission checks,
PCFinder further discovered 65 permission-checking APIs
across 23 applications. Taking lamp-boot [33] as an exam-
ple, its developers prefer using permission-checking APIs
for access control. Although the application has only 7
if-implemented permission checks, the wrapper permission-
checking APIs are called 59 times within the program.

D. RQ3: Ablation Study

In this experiment, we evaluate the contribution of each

component of PCFinder.

Ground-Truth. For a comprehensive evaluation involving
precision and recall metrics, a dataset with labeled user cre-
dentials and permission checks is required. Given the absence
of such a publicly available dataset, we need to manually
construct a ground truth. Considering the extensive human
efforts required to label all credentials and permission checks
within an application, we selected two applications with the
highest number of if-statements from the dataset as the ground-
truth set, i.e., PublicCMS [34] and FlyCMS [335]]. To guarantee
the quality of labeling the user credentials and permission
checks of the ground truth, three authors have participated in
the process, each with a minimum of 4 years of expertise in
web security. The entire process costs more than 165 human
hours. Specifically, the analysts follow the following process
to label the ground-truth dataset:

o First, to facilitate the manual labeling of credential
candidates and permission checks, the analysts employ
PCFinder to extract all class fields and if-statements
within the applications. In total, the first step extracts 3,357
class fields and 4,157 if-statements. Considering that this
step is automated by PCFinder, the time required can be
negligible.

« Second, for each class field, two analysts independently in-
spected and labeled whether they were credential candidates.
In cases where the field yielded different labeling results, a
third analyst would be involved to engage in discussions and
determine the appropriate label. As a result, among the 3,357
class fields, the second step successfully labels 71 credential
candidates. This step takes about 15 human hours.

o Third, for each if-statement, three analysts followed a
similar method in the second step, where two analysts
independently inspected the condition and body context
of the if-statements, and then labeled whether they were
permission checks. For the different labeling results, a third
analyst joins the discussion to reach a consensus. In all,
the third step successfully labels 99 permission checks from
4,157 if-statements. This step takes about 150 human hours.

As aresult, the ground-truth dataset consists of 71 credential

candidates and 99 permission checks from 3,357 class fields
with 4,157 if-statements.
Variants. Then, we construct two variants of PCFinder and
compare them with PCFinder in our ground-truth dataset.
Specifically, we respectively disabled two key components of
PCFinder to construct the following two variants:

o PCFinder-OnlylnitialModel: In this variant, we disabled the
key component of the Credential Candidates Inference mod-
ule, namely credential semantic correlation analysis, leading
to the variant relying solely on the initial naming model to
identify credential candidates in the target applications.

e PCFinder-ContextUnaware: In this variant, we disabled the
key component for context analysis within the Permission
Check Identification module, leading to the variant directly
identifying if-statements whose conditions involve validat-
ing credential candidates as permission checks.

Comparison Results. breaks down the comparison
results of PCFinder and its two variants against the ground-



TABLE II: The results of our ablation study evaluating credential candidates Inference and permission checks identification
for two variants of PCFinder compared with PCFinder in the ground-truth dataset.

Credential Candidates Inference

Permission Checks Identification

Variants

TP FP FN Prec(%) Recall(%) TP FP FN Prec(%) Recall(%)
PCFinder-OnlyInitialModel 10 1 63 90.91% 13.70% 36 0 68 100% 34.61%
PCFinder-ContextUnaware 70 2 1 97.22% 98.59% 96 67 3 58.90% 96.97%
PCFinder 70 2 1 97.22% 98.59% 96 6 3 94.12% 96.97%

truth dataset. The results provide strong quantitative evidence
supporting the two key insights underlying PCFinder’s
design. First, by disabling credential semantic correlation
analysis (PCFinder-OnlyInitialModel), the recall of
credential identification is reduced by nearly 620% compared
to the PCFinder (13.70% vs. 98.59%), substantiating our
first key insight that a deep semantic analysis is necessary
to overcome the challenge of identifying diverse credential
candidates. Second, by disabling permission check context
analysis (PCFinder-ContextUnaware), the precision of
permission check identification fell by approximately 60%
(58.90% vs. 94.12%). This confirms our second insight: that
context is indispensable for accurately distinguishing true
permission checks from the multitude of other if-statements
in complex applications, thereby addressing the challenge of
accurate identification.

False Negative Analysis. In addition to the evaluation of
PCFinder’s precision mentioned in the previous part, we also
evaluate the recall of PCFinder in inferring credentials and
permission checks across the ground truth. The evaluation re-
sults show that PCFinder can achieve excellent performance
in these two aspects, with 98.59% and 96.97% respectively. As
for the false negatives reported by it, the causes are analyzed
as follows:

For credential inference, we carefully analyzed the only
one false negative reported by PCFinder. The main reason
stems from the naming convention of the credential candidate
being uncommon across the entire dataset. In PublicCMS,
the user class SysUser includes a boolean-type field named
ownsAllRight, which is used to represent whether a user has
all permissions within the entire system. However, since its
instance does not have data flow dependencies with other
credential candidates and its naming convention is also not
common in the entire dataset, PCFinder missed it.

For permission check identification, the 3 false nega-
tives were caused by the same reason: as previously men-
tioned, PCFinder failed to infer the credential candidate
"ownsAllRight", so that leading to missing these three per-
mission checks. This also fully reflects the importance of a
more comprehensive identification of credentials for locating
permission checks.

E. RQ4: Efficiency

We evaluate the performance of PCFinder across our
dataset. In total, PCFinder required around 3.18 hours to
complete the task of identifying permission checks in our
dataset. The efficiency of PCFinder stems from two key
factors. Firstly, in its design, PCFinder’s analysis is local-

ized, focusing more on the credential candidates and code
context around if-statements (typically the controller’s param-
eters — if-condition paths), making it relatively lightweight.
Secondly, we observed that many applications include code
generated by automatic code generators, such as MyBatis
Generator [36]. This generated code comprises more than
half of the source code, which is not within the scope of
PCFinder’s analysis. This significantly reduces the analysis
workload of PCFinder. Overall, PCFinder is a lightweight
framework tailored for permission check identification.

FE. RQ5: Vulnerability Detection

We further evaluate the effectiveness of PCFinder in

detecting broken access control vulnerabilities.
Vulnerability Disclosure. In all, PCFinder identified 69
potential vulnerabilities from our dataset, consisting of 46 from
missing permission checks detection and 23 from inconsistent
permission checks detection. We then manually investigated
the identified vulnerabilities to confirm their exploitability.
In practice, verifying access control vulnerabilities is less
complex than exploiting injection-style flaws, as it does not
require the construction of sophisticated payloads. The process
typically involves directly accessing privileged functions or
making minor modifications to parameter values (e.g., chang-
ing a userid from 1 to 2 or a discount parameter from false to
true). However, it demands considerable time to configure the
test environment. This includes not only deploying the appli-
cation but also registering users with different roles and setting
up various resources (e.g., products and articles) for them. This
entire process involved three authors and took approximately
10 person-hours. The bulk of this time (about 8 hours) was
dedicated to environment setup, while the remaining 2 hours
were spent on the actual verification.

As a result, we manually confirmed 58 0-day vulnerabilities,
impacting 14 applications. Specifically, these vulnerabilities
pose significant risks, as attackers could exploit them to launch
various attacks against other users, including stealing user
privacy information (R1), tampering with user data (R2), and
even abusing payment functionalities (R3). According to our
statistics, there are 11 applications that might be vulnerable to
R1, and 5 applications that could be susceptible to R2. This
means that the user’s phone number, id card information, or
address data of these applications can be stolen or tampered
with by attackers. Furthermore, there are 4 applications that
could potentially be exposed to R3, which could lead to
attackers being able to implement zero-cost payments on the
websites deployed with these applications.



To address these risks, we promptly reported the vulnerabili-
ties to the developers of the respective vulnerable applications.
12 vulnerability reports received prompt responses from the
developers and the vulnerabilities were actively fixed, while
the remaining vulnerability reports are still in the process of
communication and resolution with the developers. As of now,
we have received 30 CVE identifiers (the details are shown
in [Table III). Note that to prevent unpatched vulnerabilities
from posing risks, we follow the developers’ requests and
ethical considerations, ensuring the anonymization of crucial
information related to the vulnerabilities.

TABLE III: Disclosed vulnerabilities found by PCFinder.

# CVE-ID! # Risk Types>  # Apps' # Stars
CVE-2023-3%*16 R1 ok High (10,000+)
CVE-2023-3%%68 R2 meE High (10,000+)
CVE-2023-3%%18 R3 R High (10,000+)
CVE-2023-3%%29 R2 X Medium (1,000+)
CVE-2023-3%%31 R2 XHHE Medium (1,000+)
CVE-2023-3%%32 R1 X Medium (1,000+)
CVE-2023-3%%33 R2 X Medium (1,000+)
CVE-2023-3%%30 R1 X Medium (1,000+)
CVE-2023-4%%63 R3 X Medium (1,000+)
CVE-2024-2%%02 R1 §HHE Medium (1,000+)
CVE-2024-2%*06 R1 pE Medium (1,000+)
CVE-2024-2%%(07 R1 pE Medium (1,000+)
CVE-2024-2%%09 R1 sHE Medium (1,000+)
CVE-2024-2%%12 R1 g Medium (1,000+)
CVE-2024-2%%93 RI1 bk Medium (1,000+)
CVE-2023-3%%25 R2 ek Medium (1,000+)
CVE-2023-3%%21 R1 R Low (100+)
CVE-2023-3%%22 R2 o Low (100+)
CVE-2023-3%%23 R3 i Low (100+)
CVE-2023-4%%64 R2 R Low (100+)
CVE-2023-3%%72 R1 e Low (100+)
CVE-2023-3%%73 R1 mEE Low (100+)
CVE-2023-3%%74 R2 ok Low (100+)
CVE-2023-3%*76 R2 meE Low (100+)
CVE-2023-4%%65 R1 gk Low (100+)
CVE-2023-4%*66 R1 gk Low (100+)
CVE-2023-4%%67 R1 g Low (100+)
CVE-2023-4%%68 R3 e Low (100+)
CVE-2023-4%%69 RI1 o Low (100+)
CVE-2023-4%%64 R3 e Low (100+)

For ethical considerations and the developers request, we anonymized the
entire CVE identifiers and names of the vulnerable applications.

2R1 represents vulnerabilities that can be exploited to steal user privacy
information; R2 represents vulnerabilities that can be used to tamper with
user data; R3 represents exploits of abusing payments vulnerabilities.

False Positive Analysis. We have thoroughly analyzed the 11
false positives that were found in the process of access control
vulnerability detection, their causes are as follows:

o Challenging to discern the intentions of developers (8 FPs).
One of the inherent challenges in detecting access control
vulnerabilities is understanding the developers’ intentions
regarding access control. In the context of business logic,
there may be certain public resources that can be acces-
sible to any user. For instance, product information in e-
commerce applications should be accessible to anyone and
thus, does not require access control. However, this can be
challenging for program analysis to discern, leading to false
positives in vulnerability detection.

o Protected by post-execution permission checks (3 FPs).
For the other three false positives, we found that they

are both protected by post-execution permission checks,
thus preventing the exploitation of vulnerabilities. In gen-
eral, developers deploy permission checks before executing
privileged operations to prevent malicious exploitation by
attackers. However, in certain cases, these permission checks
can also be placed after the privileged operations as a
protective measure. For example, an attacker might exploit
privileged operations to query sensitive information without
authorization. However, after the query, the application
employs permission checks to ascertain whether the user
is authorized to receive the query results. If not authorized,
the results are not returned to the user, thus preventing the
attacker’s malicious exploitation. Given that these permis-
sion checks are implemented as post-protection measures,
they fall outside the scope of existing strategies, resulting
in false positives.

G. RQ6: Comparison with MACE

Considering that MACE shares our focus on web appli-
cations and represents the most state-of-the-art technique in
this area, we compared the effectiveness of PCFinder and
JMACE (the version of MACE that we ported to Java web
applications) in identifying permission checks and access
control vulnerabilities on our dataset. The detailed results are
presented in
JMACE Setup. MACE [12], which requires the identification
of permission checks and subsequent detection of access con-
trol vulnerabilities in PHP Web applications, is closely related
to our work. Unfortunately, it is not open-source. As a result,
we re-implemented and adapted it for Java web applications,
under the name JMACE. Given that MACE requires end-users
to provide manual annotations for each target application,
which presents a significant challenge, especially in the context
of Java web applications (as detailed in [§II-C). Considering
our dataset encompasses 50 applications, it’s unfeasible to
annotate and provide application-specific annotations for each
one individually. Therefore, we opted for a compromise - using
the manual annotations disclosed in MACE’s original paper
appendix as input.

Benchmark. Comparing the accuracy of each work requires a
comprehensive enumeration of all permission checks and vul-
nerabilities within our dataset, which is impractical. Therefore,
we have established a benchmark by aggregating all permis-
sion checks and vulnerabilities identified by both PCFinder
and JMACE in our dataset. It is important to note that each
permission check and vulnerability included in the benchmark
underwent careful scrutiny. This was accomplished by man-
ually analyzing the reports from each work and confirming
them as true positives. In total, the benchmark consists of
486 permission checks and 58 vulnerabilities. This indicates
that the cases detected by PCFinder cover all that could be
discovered by JMACE.

Comparison of Permission Checks Identification. First,
we compared the effectiveness of PCFinder and JMACE
in identifying permission checks. presents the
detailed results. Benefiting from the evolvable credentials
inference strategy, PCFinder successfully locates more per-
mission check candidates compared to JMACE. Coupled with



TABLE IV: Comparison of effectiveness between PCFinder and JMACE in identifying permission checks and vulnerabilities.

Permission Check Identification

Vulnerability Detection

Baselines
TP FP FN Prec(%) Recall(%) TP FP FN Prec(%) Recall(%)
JMACE 297 71 189 80.71% 61.11% 26 24 32 52.00% 44.83%
PCFinder 486 46 0 91.35% 100.00% 58 11 0 84.06% 100.00%

PCFinder’s finer-grained context analysis, in the permission
checks determination phase, PCF inder’s precision and recall
outperform JMACE by 21.19% and 63.64% respectively. The
more precise and abundant identification of permission checks
lays a solid foundation for subsequent vulnerability detection.

Given that we have previously analyzed the causes of
false positives reported by PCFinder, in this part, we will
elaborate on the causes of false positives and false negatives of
MACE. For the 71 false positives, we found that their causes
originate from two aspects. On one hand, 44 false positives
are due to JMACE not considering the behaviors of the if-body
statements at the design level, and only introducing permission
checks based on the analysis of the if-condition statements.
On the other hand, JMACE, like PCFinder, introduced 27
false positives due to incorrect identification of credentials.
However, it’s worth mentioning that PCFinder only had
16 false positives in this regard. The reason originates from
JMACE providing an annotation, i.e., user, that is prone to
causing false positives in credential inference. This affected
JMACE’s identification of permission checks, leading to more
false positives. For the 189 false negatives, we found that
all the causes for JMACE stem from the same root: the
failure to identify the appropriate credentials. For instance,
the pre-annotated credentials of JMACE missed a crucial
credential, namely, tenantId, which consequently led to
missing 36 permission checks related to it. On the contrary,
with its evolvable and automatic credential inference strategy,
PCFinder successfully captured this credential and identified
the corresponding permission checks.

Comparison of Vulnerability Detection. Then, based on
the identified permission checks, we further compared the
effectiveness of PCFinder and JMACE in detecting access
control vulnerabilities on our dataset. presents the
detailed results. Thanks to the precision of PCFinder and
the identification of an additional 189 permission checks, its
effectiveness in vulnerability detection notably surpasses that
of JMACE: not only detects all the vulnerabilities found by
JMACE but also reveals 32 real vulnerabilities that JMACE
failed to uncover. In terms of precision and recall, PCFinder
outperforms JMACE by 61.65% and 123.06%, respectively.

We further analyzed the causes of false positives and
negatives during the vulnerability detection process. For the
24 false positives reported by JMACE, we found that 11 of
them have the same cause as PCFinder, which has been
described in detail in As for the remaining 13 false
positives, we found that they all come from the same reason:
failure to identify the permission checks on the code path. In
particular, JMACE, due to its more limited permission checks
identification capability compared to PCFinder, failed to
identify the permission checks on the code path. This led

to a mistaken belief that there was a lack of access control
on protected paths, thus resulting in the reporting of false
positives. For the 32 false negatives, we found that the
reason JMACE missed these vulnerabilities all originated from
incorrectly taking normal if-statements as permission checks,
thereby mistakenly determining that access control existed on
unprotected paths. However, with more precise permission
checks identification, PCFinder accurately detected these
unprotected paths and reported potential vulnerabilities.

VI. DISCUSSION

Application-General Modeling. In the design and imple-
mentation of the PCFinder prototype, we introduced some
manual modeling, i.e., naming model construction and widely
used privileged operations described in However,
it’'s worth noting that these models only involved minimal
human efforts and are application-general, meaning they do
not depend on any application-specific features. Therefore,
unlike existing approaches, when testing different applications,
PCFinder does not require any additional manual anno-
tations or information provided by developers. In addition,
application-general modeling is flexible, allowing end-users
to modify it according to their preferences or maintain it
during long-term use. This flexibility makes PCFinder more
customizable for their specific analysis scenarios.
Inadequate Permission Check Analysis. Although
PCFinder is capable of detecting vulnerabilities stemming
from inadequate permission checks and successfully
identified 23 such vulnerabilities during the evaluation
phase, we acknowledge that this detection strategy is sound
but not complete. It cannot verify the security of unique
program entry-privileged operation paths that appear only
once within the program. The core challenge here stems from
the difficulty of inferring the access control intentions of
different functionalities from developers without a pre-defined
application access control specification. Consequently,
identifying inconsistencies in permission checks across
different entry points to the same privileged operation serves
as an alternative approach.

Generalization. Broken access control vulnerabilities are
prevalent across web applications developed in various pro-
gramming languages (e.g., PHP or NodelS), not limited to
Java web applications. Therefore, accurately identifying per-
mission checks is a common challenge in detecting vulnera-
bilities within these applications. Although the prototype of
PCFinder is implemented specifically for Java web appli-
cations, its high-level design is almost independent of any
specific features of the Java language. Therefore, we believe
the key idea of PCFinder can be generalized to applications
developed in other languages.



Source Code as Analysis Target. Our current implementation
of PCFinder operates on Java source code, utilizing the Cod-
eQL engine [26] to perform the necessary static analyses, such
as data flow and taint tracking. We chose source code as the
primary analysis target because our core methodology relies
on semantic information, such as the naming conventions of
variables (i.e., class fields), to infer credential candidates. This
semantic information is readily available in source code but is
often obfuscated or entirely lost during compilation into Java
bytecode. While powerful bytecode analysis frameworks like
Soot [37] and WALA [38] exist, it would require sophisticated
techniques to recover variable names and other semantic cues,
which is a non-trivial research problem in itself. Therefore, our
focus on source code is a deliberate design choice to ensure
the high accuracy of our credential naming model.

Future Work. With the rise of Large Language Models
(LLM) and their advantages in natural language understanding,
leveraging them as a complementary component to enhance
PCFinder is a promising direction for future work. For
example, during the “Credential Candidates Inference” phase,
PCFinder relies on a structured methodology to compre-
hend the semantics of variable names. This process involves
extracting word stems, utilizing an evolvable naming model,
and applying association rule mining algorithms to identify
credential candidates based on common developer conventions
across multiple applications. While highly effective, this ap-
proach could be complemented by an LLM that leverages its
superior natural language understanding. For instance, an LLM
could be tasked with performing direct semantic analysis on
variables that PCFinder did not flag as credential candidates.
This approach could uncover credentials that are currently
missed due to uncommon naming conventions (e.g., the false
negative in Section V.D, the credential ownsAl11Right).

VII. RELATED WORK

Access Control Vulnerability Detection. In addition to the
existing work we discussed in [§I, there is also a body of
work [39], [40], (411, [42], [43], [44], [45], [46], [47] that
detects access control vulnerabilities from other aspects. In
the realm of static analysis, Sun et al. [39] focuses on user
roles within the applications. Relying on developers specifying
application entry points and role-based states, this approach
establishes sitemaps for various user roles in the application
and detects access control vulnerabilities by identifying users
who violate the sitemaps. FINAD [42] focuses on identifying
access control vulnerabilities by assessing the inconsistency
between software design documents and their implementation.
SPACE [45] focuses on detecting broken access control vulner-
abilities in Ruby on Rails applications. Its high-level approach
is to identify code within the target program that violates a cat-
alog of pre-defined access control patterns, reporting these vi-
olations as potential vulnerabilities. However, this line of work
is limited by the need for application-specific inputs or spec-
ifications, making it challenging to evaluate on a large scale
of applications. More recently, MOCGuard [48] (for Java) and
BOLARAY [49] (for PHP) were proposed to detect missing
owner check vulnerabilities. Both employ a database-centric

methodology, inferring authorization models from database
schemas to find vulnerabilities in SQL-implemented checks.
In contrast, PCFinder is code-centric and identifies the more
prevalent permission checks implemented within if statements
in Java web applications. It achieves this through code context
and semantic analysis, independent of any database structure.
As we describe in privileged operations are not limited
to database manipulations but also include other types, such
as file operations. Consequently, approaches focusing solely
on the database would fail to analyze these cases.

Regarding dynamic analysis, several studies have also de-

tected access control vulnerabilities by analyzing changes in
responses to testing requests. Block [40]] and DetLogic [41]
detect access control vulnerabilities by identifying potential
state violations. ReACP [46] focuses on reverse-engineering
access control policies by systematically generating access
requests through combinatorial testing and using machine
learning to infer the implemented policies from the results.
Rennhard er al. [47] present a black-box method that directly
detects access control vulnerabilities by crawling an applica-
tion with different user roles and replaying requests to identify
unauthorized access. LogicScope [43] and BATMAN [44]]
focused on constructing test inputs and identifying potential
access control vulnerabilities by leveraging unexpected inputs.
However, achieving comprehensive code coverage of the tested
application has always been a challenge for dynamic analysis
techniques, making it difficult compared to static analysis
techniques to ensure that the target application has been
thoroughly analyzed.
Web Vulnerabilities Detection. There are numerous efforts
dedicated to proposing techniques for automatically detecting
vulnerabilities in web applications. Based on their detection
strategies, we can categorize them into three main lines: Static
analysis [30], [50], [51], [52], (530, (540, [S5], [56], 157] is
renowned for its high code coverage, but due to inherent
challenges caused by program dynamic characteristics, it is
prone to reporting false positives; dynamic analysis [58],
[59], [60], [61], [62], [63], [64], although more precise in
its detection results, often leads to false negatives blamed for
its limited code coverage explored; hybrid analysis [65], [66],
(671, [68], [69] might attempt to combine the strengths of both
approaches, but as it still incorporates white-box components,
it also faces the challenges inherent in static analysis. Regard-
less, we believe that accurate permission check identification
results can effectively aid in the application of these techniques
for access control vulnerability detection.

VIII. CONCLUSION

Java web applications are crucial due to their robustness,
scalability, and extensive ecosystem. However, in past years,
Java web applications often suffered serious access control is-
sues. In this work, we first understood how Java web conducts
permission checks. Then, we propose a novel permission check
identification solution, named PCFinder, utilizing multi-
level semantics- and context-analysis to automatically and
accurately identify permission checks within Java web appli-
cations, without any need for application-specific inputs. By



applying PCFinder to real-world popular web applications,
we find access control vulnerabilities are prevalent and may
cause serious security consequences. With responsible vulner-
ability disclosure, we discovered 58 high-risk vulnerabilities
in real-world applications, with 30 CVE identifiers assigned.
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